NAMATKA 5
anda opy4vyAwwmnxcda oo UHeOPMALMOHHOU BE3OINMACHOCTH

1. Bcem moapsi cooOmiaTh CBOK YacTHYHO MH(OpMaIuio (HACTOSIIUE UM,
dbamunuio, TeneoH, aapec, HOMEP IIKOJbI, a Takxke (ororpaduu cBou, CBOEH
CEMBHU U JIpy3ei);

2. OTkpbIBaTh BJIOKEHHBIE (PaliIbl 3JIEKTPOHHOM MOYTHI, KOTJa HE 3HACIIb
OTIIPABUTEIS;

3. I'pyOuth, npuanpaThCcs, OKa3bIBaTh JABJICHUE - BECTH Ce0sl HEBEXJIMBO U
arpecCUBHO;

4. He pacnopsixalics JeHbramMu TBOEH ceMbU 0€3 pas3pelieHus CTapliux -
BCEr/la CIPAIlUBAN POAUTEIICH;

5. He BcTpeyaiics ¢ THTEpHET-3HAKOMBIMU B PEAIIBHOM JKU3HU - TIOCOBETYMCS
CO B3POCJIBIM, KOTOPOMY JOBEPSCILIb.

OCTOPOXHO

1. He Bce numyTt npaay. Yuraenis o cede HenpaBay B MHTepHeTe - cooliu
00 3TOM CBOUM POAUTEIISIM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, OOMEHUBATHCS - MPOBEPH, HET JIK
OJBOXA;

3. HezakonHoe konupoBanue ¢aiisioB B IHTEpHETE - BOPOBCTBO;
4. Beceraa pacckasbiBail B3pOCIIbIM O MPOOJIEMax B CETH - OHU BCETJla IOMOT'YT;

5. Wcnonb3yil HacTpoHKH O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH
CBOM aKKAYHTBI B COLICETAX U APYTUX MOpTAIAX.

MOXHO
1. YBaxkau Ipyrux noiab30BaTeneu;
2. [onb3yembcest MHTEpHET-UCTOYHUKOM - JI€JIail CChUIKY Ha HETO;
3. OTKpBIBal TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaThes 3a MOMOIIBIO B3POCIBIM — POJIUTEIN U aIMUHUCTPALIUS CAUTOB
BCErJla OMOTYT;

5. Ilpoitnn oOydenne Ha caiite "CeTeBUUOK" M MOJYy4HM MACHOpPT LUQPPOBOTO
rpakJaaHuHa!



MHOPOPMALIMOHHAA NMAMATKA
ansA ObY4AKOLWUXCA

C KaXXIbpIM T'OJIOM MOJIOJICKY B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJILHUKH OJTHU U3 CAMBIX aKTUBHBIX
noJjib3oBarened Pynera. Mexay TeM, MOMUMO OTPOMHOIO KOJMYECTBA BO3MOYKHOCTEHM, MHTEPHET HECET W
poOIeMbl. DTa maMsTKa JOJDKHA IIOMOYb TeOe 0€30I1acHO HaXOIUThHCS B CETH.

KomnbrorepHbie BUpYyChI

KomnbroTepHbIit BUPYC - 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTPAMM, OTIUYUTEIIEHOW 0COOEHHOCTHIO
KOTOpOil sIBJIIETCA CHOCOOHOCTh K Pa3MHOKEHUIO. B J0MosHeHHe K 3TOMY, BUPYChl MOTYT HNOBPEIUTH WIIU
MOJIHOCTbIO YHUYTOKUTH BCe (Daliibl M JAaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHH KOTOPOro Oblia
3amynieHa 3apakeHHasl MporpaMMa, a TakKe MOBPEIUTh WIH JAKE€ YHUUYTOXKHUTh ONEPALMOHHYIO CUCTEMY CO
BCceMH (aiiaMy B 1IeJIOM. B OOJIBIIMHCTBE CIIy4aeB paclpoCTPaHSIIOTCS BUPYCHI Uepe3 NHTEPHET.

MCTOHBI 3alIUTBI OT BPECAOHOCHBIX MPOTpaMM:

1. Hcnonp3yidi COBPEMEHHBIE OIEPAIMOHHBIE CUCTEMbI, MMEIOIINE CEPHE3HBIM YPOBEHb 3aIlUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. TlocrositHHO ycTaHaBnuBai madtH (IUGPOBBIEC 3allJIaTKA, KOTOPhIE aBTOMATHUECKH YCTAHABIMBAIOTCS C
LETBI0 JOPAOOTKH MPOTpaMMBbl) B IPYyrue OOHOBJICHUSI CBOCH ONepanmoHHON cucteMbl. CKaunBail X TOJIBKO C
odunmansHOTO caiita paspadorunka OC. Ecnu cymecTByeT peXuM aBTOMAaTHUYECKOTO OOHOBIICHHS, BKIIOYH
€ro;

3. PaGoraif Ha cBoeM KOMIIBIOTEPE TO]I MMpaBaMH MOJIb30BaTENs, & HE aAMUHUCTPATOpa. DTO HE MO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTAJNIUPOBATHCSA HAa TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Vicnosib3yil aHTUBHPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOIUTEIICH, C ABTOMATUUYECKUM
0OHOBJICHHEM 04a3;

5. OrpaHI/I‘IB (l)I/IBI/I‘ICCKI/Iﬁ JOCTYII K KOMIBKOTEPY AJIA IIOCTOPOHHUX JIUIT;

6. Vcnonb3yil BHELIHUE HOCUTEIM MH(pOpMAIMM, Takhe Kak (remka, Auck wiu (aiiia U3 UHTEpHeTa,
TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbhiBaili KOMIBIOTEPHBIE (DANIIBI, MMOJYYCHHBIC W3 HEHAJICKHBIX MCTOYHUKOB. [laxe Te (aisi,
KOTOpBIE MPHUCIIai TBOW 3HAKOMBIH. JIydiie yTOUHU y HEro, OTIPaBJIsll U OH Te0e HX.

Cern WI-FI

Wi-Fi - 310 He BHI mepefayn AaHHBIX, HE TEXHOJIOTHS, a BCEro Jumib OpeHa, mapka. Emie B 1991 roay
HUEpIaHACKas KoMmmanus 3aperucrpupopaia openn "WECA", uro o6o3Havano cioBocouetanue "Wireless
Fidelity", koTopblif mepeBoauTCs Kak "GecrpoBOIHAs TOYHOCTH".

Jlo Hamiero BpeMmMeHHM Jomuia Apyras ab0OpeBuarypa, KOTOpas SIBISETCS TaKOW ke TEXHOJOTHe. ITo
abopeBuatypa "Wi-Fi". Takoe Ha3zBaHKe ObLJIO TaHO C HAMEKOM Ha CTaHIApT BhICIIeH 3BykoBO Texuuku Hi-Fi,
YTO B MEPEBO/JIE O3HAYAET "BBICOKAs TOYHOCTH'.

Jla, OecrulaTHBIH MHTEPHET-IOCTYN B Kade, OTENsIX M a’poroprax SBISIETCS OTIIMYHON BO3MOYKHOCTHIO
BbIXOJIa B HWHTepHeT. HO MHOrMe 3KCIepThl CUUTAOT, 4TO oOmmenoctynHbeie Wi-Fi ceTm He sBIstOTCS
0€30ITaCHBIMHU.

CoBetsl 10 0€30MaCHOCTH pabOTHI B 00menocTynHbIX cersix Wi-fi:

1. He mepenaBaii cBoro nuunyto umHbopmanuio depe3 odmienoctynueie Wi-Fi cern. Pabortas B Hux,
JKeJaTeTbHO HE BBOJUTH MAPOJIH JOCTYIA, JIOTHHBI U KaKue-TO HOMEPA;



2. Ucnonp3yit 1 OOHOBJISI aHTUBUPYCHBIE POTrpaMMBbI 1 Opanamayep. Tem cambIM Thl 00e30macuIIb ceds
OT 3aKauky BHPYCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkmoun ¢ynkuuio "OOmuii noctyn K ¢aitiam u npunrepam”. Jlanuas
GyHKIUS 3aKpbiTa 1O YMOJYAaHUIO, OJHAKO HEKOTOphIE MOJb30BATENH AKTUBUPYIOT €€ JuId ymoOcTBa
UCIIOJIb30BAHUS B paboTe Win yueoe;

4. He wucnone3yit nyonununsii WI-FI nns nepenauu JIMYHBIX JAaHHBIX, HalpuMep Ul BbIXOJA B
COLIMAJIBHBIC CETU WJIU B DJIEKTPOHHYIO I10UTY;

5. Ucnonp3yii ToNbKo 3amuiieHaoe coeaunenue dyepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-aapeca
BBO I MEHHO "https://";

6. B moOuibpHOM Tenedone otkioun Gyaknuto "llonkmoduenrne k Wi-Fi aBromatudecku". He momyckai
aBTOMAaTUYECKOT0 MOJKII0UYEeHUs ycTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero cornacusi.

CounajnHble ceTH

CouManbHbIe CETH aKTUBHO BXOJIST B HAIITY KM3Hb, MHOTHE JIFOIU PA0OTAIOT U )KUBYT TaM MOCTOSTHHO, a B
Facebook yxe 3apeructpupoBaH MHIITHAP/ YETOBEK, UTO SBISAETCS OJHOM CEIbMOM BCEX KUTEJIECH TIaHETHI.
MHor#ue nojp30BaTeNy He TOHUMAIOT, YTO HH(POPMAITKs, pa3MEIIeHHAs UMH B COIIMAIIBHBIX CETAX, MOXKET ObITh
HaliJIeHa ¥ UCII0JIb30BaHa KEM YTOJTHO, B TOM YHCJI€ HEe 00s3aTeIbHO ¢ OJIAaTUMU HaMEPEHHUSIMH.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMATIBHBIX CETAX:
1. Orpannyb ciucok Apy3eil. Y Te0st B Ipy3bsiX HE AOKHO ObITh CIy4aliHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amuimaii cBo 4acTHYIO *)W3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, AaTy TBOETO POXKICHUS U
JPYryro JUYHYIO0 UHPOPMAUIO. 370yMBIIUIEHHUKA MOTYT HUCIIOJIb30BaTh Aa)Ke HH(DOPMAIIMIO O TOM, KaK Thl U
TBOU POAUTENH INIAHUPYETE IPOBECTH KAHUKYIIBI;

3. 3amumiail CBOIO pemyTalyio - JepKH €€ B YHUCTOTE M 3ajaBail cebe BOMPOC: XOTeN Obl ThI, YTOOBI
Jpyrue MoJIb30BaTeNN BUICIH, YTO ThI 3arpyxaems? [logymai, mpexae 4eM uTo-To OImyOIMKOBATh, HAIIKCATh
Y 3arpy3HUTh;

4. Ecan ThI roBopuiib C JHOAbMH, KOTOPBIX HC 3HACIIb, HE HCHOJ’IBSyﬁ CBOC€ pC€ajIbHOC UMA U APYI'YIO
JIMYHYIO I/IH(l)OpMaHI/II/IZ HUMs1, MECTO KHUTCJIIBCTBA, MECTO y‘{e6bl " IIpoyee,

5. W36eraiti pasmemenust dortorpaduii B MHTEpHETE, e THI M300pakeH HAa MECTHOCTH, IO KOTOPOM
MO>KHO OIPEAETUTh TBOE MECTOIOJIOKEHHUE;

6. HpI/I perucrpanuu B COHHaHBHOﬁ CCTU HeO6XOI[I/IMO HCIIOJIb30BaTh CJIOXKHBIC IIApOJIH, COCTOAIIUC U3
6YKB u I_II/I(i)p 1 C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. Z[J'ISI COIIMAJIbHOM CCTHU, IMOYTHI U APYIrux caiToB H606XOI[I/IMO HCIIOJIb30BAaTh PA3HLIC IMAPOJIH. Torna
eciii Te0s B3JIOMAKOT, TO 3JIOYMBINIJICHHUKH ITOJIYHIaT JOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpa3zy.

JIEKTPOHHbBIE IeHbIH

9J'IeKTpOHHLIC JCHBI' - 3TO OYCHb y,[[O6HHI>i croco6 rmaTexceﬁ, OJITHAaKO CYHICCTBYHOT MOIICHHUKH,
KOTOPBIC XOTAAT MOJYYUTH 3TU NJCHBI'U.

9J'IeKTpOHHLIC ACHBI'N MOABUIIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOT'O BO MHOTI'MX TOCydapCTBax 0
CHX IIOP HE MPOIMKMCAaHO IMMPO HUX B 3aKOHAX.

B Poccum xe oHu (I)YHKI_II/IOHI/IPYIOT " O HUX YK€ MPOIMUCAHO B 3aKOHEC, I'/IC UX Pa3ACIIA0T Ha HCCKOJIBKO
BUJIOB - aHOHHMHBIE U HE aHOHMMHBIE. Pa3Huiia B TOM, YTO aHOHHUMHBIC - 3TO TC, B KOTOPLIX pPa3pCiIacTcAa
MMpOBOAWUTL OIICpanvn 0e3 I/IJIGHTI/I(l)I/IKaLII/II/I II0JIB30BATClIsA, @ B HCAHOHHMMHBIX I/I,Z[eHTI/I(I)I/IKaL[I/Iﬂ IIOJIB30BATECIA
SIBJISIETCS 00SI3aTeIIbHOM.

Taxke crnemyer pa3nuyaTh 3JEKTPOHHBIC (UATHBIE ACHBIU (paBHBI TOCYJApCTBEHHBIM BallOTaM) H



ANIEKTPOHHBIC HEUATHBIC ACHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).
OcHOBHBIE COBETHI IO OE30MaCHOM paboTe ¢ NEKTPOHHBIMU JICHbIaMHU:

1. TlpuBspku K cyety MOOHMIJIBHBIN TenedoH. ITO camblil YIOOHBIH M OBICTPBIA crOCOO BOCCTAaHOBUTH
noctym K cuety. [IpuBsi3aHHbIi TeIeOH MOMOKET, eCiii 3a0yAeIh CBOW IIATSKHBIN MapoIb WIX 3aiiIens Ha
CalT C HE3HAKOMOI'O YCTPOUCTBA;

2. Ucnonp3yit omHOpaszoBkie mapoiu. [lociie mepexona Ha yCUIICHHYIO aBTOpH3AII0 TeOe yke He Oyxaer
YIpOXkaTh OMACHOCTb KPAKU WUITH TIEpeXBaTa IJIATEeKHOTO MapoJis;

3. BeiGepu cioxHbId mapoib. [IpecTymHukaM OyneT He MPOCTO yrajaTh CIOKHBIN mapoib. HamexHbie
MapoJIM - 3TO MApOJIU, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIKOYAIOT B CE€0Sl CTPOYHBIC U MPOIUCHBIE
OyKBBI, IU(PPHI ¥ HECKOJIHKO CHUMBOJIOB, TaKh€ KaK 3HAK JaoJuiapa, (yHTa, BOCKIMIATENBHBIA 3HAK M T.IL
Hampumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJaHHbBIE Ha CaliTaX, KOTOPHIM HE JI0BEPSIEILIb.
DJIeKTPOHHAA MOYTA

ONEeKTpOHHAs IoYTa - 3TO TEXHOJOTHS M MPEIOCTABISEMBIE €0 YCIYI'M IO MEPECBUIKE W IOJIy4EHHIO
ANIEKTPOHHBIX COOOIIEHUM, KOTOPBIE pACHPEACTAIOTCS B KOMIBIOTEpHOUM ceTu. OOBIYHO AIIEKTPOHHBIN
MTOYTOBBIN SIIUK BBITJISIAUT CJIEAYIONIUM 00pa3oM: UMs_TIOJb30BaTeII(@uMs_AoMeHa. Takke KpoMe mepenadn
MPOCTOTO TEKCTa, HMEETCSI BOZMOKHOCTH TMepeIaBaTh (hailibl.

OCHOBHBIE COBETHI 10 O€30TIaCHOM PadOTEe C AMEKTPOHHON MOYTOM:

1. Hamo BBIOpaTh MpaBWIBHBIN MOYTOBBIA CepBHC. B MHTEpHETE €CTh OrPOMHBINM BBIOOpP OecITaTHBIX
MOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle JJOBEPATh TE€M, KOTO 3HACIIb U KTO MEPBbIN B PEUTHHTE;

2. He ykaspBaii B JWYHON TmOYTe JHWYHyr0 wuHpopmarnuioo. Hanpumep, mydine BbIOpaTh
"My3bIKaNIbHBIN (haHaT@" nam "pok2013" BmecTo "Temal3";

3. Hcnonp3yil OBYyXdTamHyl0 aBTOpH3AIUI0. OJTO KOTJa MOMHUMO TMapojisi HYKHO BBOJAMUTH KOJ,
MpUChLIaeMblid 10 SMS;

4. BwiOepu CcIOXHBIM TMapoJib. JIJIS KaXIOTO TOYTOBOTO SIIMKA JOJDKEH OBITh CBOW HAICKHBIH,
YCTOMYHUBBIN K B3JIOMY MapoOJib;

5. Ecniu ecTh BO3MOKHOCTEL HAITUCATh caMOMy CBOM JIMYHBIN BOIIPOC, I/ICHOJ'IBS}/ﬁ OTY BO3MOKHOCTb,

6. HCHOJ’IBSYﬁ HCCKOJIBKO ITOYTOBBIX AIIIHNKOB. HepBLIﬁ JJISL YaCTHOMU MNEPCIHUCKU C aapeCcaTaMu, KOTOPbIM
TbI JOBCPACIID. 910 3HeKTp0HHBII>'I aJ[peC HEC HAIO0 HUCIIOJIb30BATh IIPpHU PECTUCTpALlUU HA (I)OI)YMaX n CaﬁTaX;

7. He otkpbiBail ¢aitnbl U Ipyrue BIOKEHHS] B MUChMax, JaKe €CIM OHU NPUIILUIM OT TBOMX APY3e€il.
Jlyudiie yToYHM Y HUX, OTIIPABIISUTU JIM OHU TeOe 3TH (aiiibl;

8. Ilocrne okoHuaHUs pabOTHI Ha MOYTOBOM CEpPBUCE TMEpell 3aKPhITHEM BKJIAIKUA C CaWTOM He 3a0yIb
Ha)xaTh Ha "BriATu'".

Ku0epOy/JUIMHT WM BUPTYaJIbHOE H3/1€BATEJIbCTBO

KI/I6ep6yJ'IJ'II/IHF - IpeCICAOBAHUC COO6H.[€HI/ISIMI/I, COJACpKallTUMHN 0CKOp6J'IeHI/I}I, arpeCCcuro, 3aIyruBaHuc,
XYJIUTaHCTBO, COLIUAJIBHOC 60ﬁKOTHpOBaHHe C IIOMOMIBIO PA3JIMIHBIX UHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIITMHIOM:

1. He Opocaiics B 6oii. Jlyumuii coco0: MOCOBETOBAThCS KaK ce0s BECTH W, €CIM HET TOro, K KOMY
MOJKHO OOpaTUThCS, TO BHAYale YCIOKOUThCS. Ecny Thl HauHeIb OTBEYAaTh OCKOPOICHUSIMUA HAa OCKOPOJICHMUS,
TO TOJIBKO €Il 0OJIbIle Pa30sKKelTb KOH(IHKT;



2. Ynpasistii cBoeii kubeppemnyraruei;

3. AnoHMMHOCTH B ceTd MHUMasA. CyIIEeCTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 332 aHOHHMHBIM
aKKayHTOM;

4. He cTOUT BECTH XYJIUTaHCKHI 00pa3 BUPTYadbHOU *KU3HHU. IHTEpHET (UKCHpYeT BCE TBOU ICHCTBUS U
COXpaHseT uxX. Y JAINTh UX OyaeT KpaiiHe 3aTpyAHHUTEIBHO;

5. CoOuro1aii CBOIO BUPTYAIBHYIO YECTh CMOJIOJY;

6. Urnopupyii enuHuuHbIA HeraTB. OJHOPa30BbIe OCKOPOUTENbHBIE COOOIICHHUS JTyqIlle HTHOPHPOBATH.
OObIuHO arpeccus MmpeKpamaeTcs Ha Ha4YallbHOW CTaNN;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMH COOOIIEHMSIMH, B COIMAIBHBIX CETSIX €CTh
BO3MOYHOCTb OJIOKUPOBKH OTIHPABKU COOOIIEHHH C ONpeIETICHHBIX aJpECOB;

8. Ecimu TB1 cBuneTens kubepOyumHTra. TBOM AEHCTBUS: BBHICTYIHTH MPOTHB IPECIIEIOBATENS, MOKA3aTh
€My, 4TO €ro ACUCTBUSA OLEHMUBAKOTCS HETATUBHO, MOJJEPXKaTh KEPTBY, KOTOPOM HYKHA IICUXOJIOTMYECKas
MIOMOII[b, COOOUIUTH B3POCIIBIM O (DaKTe arpeCCUBHOTO MOBEJCHUS B CETH.

MoounbHblii Tej1e)oH

CoBpemeHHbIEe cMapT(OHBI U TUIAHLIETHI COAEPKAT B ceOe BMOJHE B3pOCIbIA PYHKIIMOHAI, U TENEPh OHU
MOTYT KOHKYpPHUPOBaThb CO CTallMOHAPHBIMU KoMIbioTepaMu. OJHAKO, CPEJICTB 3alIUTHI JUIsI MOJ0OHBIX
YCTpOICTB MOKa 04eHb Majio. TecTupoBaHHe U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJAUT HE TaAK MHTEHCUBHO, KaK
s [1K, To »xe camoe kacaeTcsi 1 MOOMIIbHBIX TPUIOKEHUI.

CoBpeMeHHbIE MOOWJIBHBIE Opay3ephl YK€ TNPAKTHYECKH JOTHAIM HACTOJBHBIC AaHAJOTH, OJHAKO
pacmuperue GyHKIIHOHAIA BICUET 32 COO0M OOJIBIITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlaneko He Bce MPOM3BOIUTENN BbIMYCKalOT OOHOBIIEHUS, 3aKPhIBAIOIINE KPUTUUYECKHE YSI3BUMOCTHU IS
CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIIA 0e3011aCHOCTH MOOMIILHOTO Teﬂe(bOHaI

Hudero He sBusercs [MO-HACTOAIICMY OeCIUIaTHBIM. By,I[I) OCTOpPOKCH, BE€Ab KOraa TeOe npempiararoT
OecIuIaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPBITBEI KAKUEC-TO INIATHBIC YCIYI'U,

Jlymaii, mpexzae yeM oTnpaBuTh SMS, ¢oTo niam Buaeo. Trl TOUHO 3HACIIB, TJI€ OHU OyIyT B KOHEYHOM
urore?

HeO6XOI[I/IMO OOHOBJIATE OIICPALIMOHHYIO CUCTEMY TBOCT'O CMapT(bOHa;
HCHOHLSYﬁ AHTHUBUPYCHBIC ITPOTrPpaMMBbI JJI1 MOOMIBLHBIX TGHG(I)OHOB;

He 3arpy>1<a171 MNPpUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YyT COACP)KATb BPCAOHOCHOC
IIporpaMMHOC O6CCHC‘ICHI/IG;

[Tocne TOoro Kak ThI BBIAACIIb C CaiiTa, Ilie BBOIMI JIMYHYIO HH(OPMAIIMIO, 3aiiI1 B HACTPOIKHN Opay3epa
u yaaiau cookies;

HepI/IOI[I/ILICCKI/I HpOBepHI\/'I, KaKHC IUIATHBIC YCJIYTH aKTUBUPOBAHBI HAa TBOEM HOMCEPC,
Z[aBaﬁ CBOH HOMCED MOOHUJIILHOTO TeJ'IC(pOHa TOJIBKO JIFOAAM, KOTOPBIX Thl 3HACHIb U KOMY JOBCPSACIIL,

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia THI UM HE MoJib3yenbesi. He 3a0bIBail nHOTAA POBEPATH 3TO.
Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPAacOYHBIE, 3aXBATHIBAIOLIUE pPa3BICUEHUs, OOBEAUHSIONINE COTHU
TBICAY YEJIOBEK MO BCceMy MHUpY. MrpoKu UCCIEAYIOT JaHHBIM UM MHp, OOIIAIOTCS APYT C IPYrOM, BBIIOJHSIOT



3aJlaHusl, CPAKAIOTCA C MOHCTPAaMHM M TOJYYarOT ONbBIT. 3a YAOBOJBCTBUE OHU IIIATAT: NOKYMArOT IUCK,
OIJIAUYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKHE-TO OTIIHH.

Bee otu cpenctBa uayr Ha NOJJEPKAHUME W Pa3sBUTHE WIPbIL, a TAaKXKe Ha caMmy O€30MaCHOCTB!
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIC aTuM (IIM(POBBIE 3AIUIATKHU IS IPOTPaMM),
3aKpBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX UTpax CTOUT OMacaThesi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJBKO KPa)KH TBOETO MapoJisi, Ha
KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3AIMH OOJIBITMHCTBA UTD.

OCHOBHBIE COBETHI 110 OS30IIaCHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Eciu nmpyroit urpok BenmeT celsi MIOX0 WM CO3JaeT Tebe HEMPHUATHOCTH, 3a0JOKHPYH €ro B CIUCKE
UTPOKOB;

2. Tloxamyiicss aAMUHUCTPATOPaM UTPHI HA TJIOXOE MOBEIEHUE ITOTO UTPOKA, KEIATEIbHO MPUIIOKUTH
KaKHe-TO JI0Ka3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3sbiBaii nTuuHyto uHGopMaluio B podaiine urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeouInaabHbIE TTATYA U MOJIBI;

6. Mcnonb3y# CIOKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMs UIpbl HE CTOUT OTKJIOYATh aHTUBUPYC. [loka ThI urpaems, TBOW KOMIBIOTEP MOTYT
3apa3uTh.

OUIIMHT W Kpaka JUYHBIX JaHHBbIX

OObIYHOM Kpaxeil AeHer U JOKYMEHTOB CEroJHs y)Ke HUKOTO He YAMBHINb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTHH 3JI0YMBIIIJICHHUKHU TIEPEMECTHIINCh B MHTEPHET, U TIPOJI0JDKAIOT 3aHUMATHCA "MIOOMMBIM" 1€TTOM.

Tak nosiBUIack HOBas Yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIKMHT, TJIaBHAS 1e]Ib KOTOPOTO COCTOMT
B TIOJIyUYCHHH KOH(HICHIMAIbHBIX JAHHBIX TOJb30BaTENICH - JIOTHHOB WM TapoJieil. Ha aHrimickoMm s3bike
phishing ynraercs kak ¢umunr (ot fishing - peiOHas 0B, password - maposb).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. CJ'ICI[I/I 3a CBOUM AaKKAayYHTOM. Ecmu THI moago3peBaciib, 4YTO TBOs aHKETa Onu1a B3JIOMaHa, TO
HCO6XOI[I/IMO 38.6J'IOKI/Ip0BaTB cCu COO6H_[I/ITI> AIMUHHUCTPATOPaM peCypca 00 9TOM KaK MOJKHO CKOpEC;

2. HCHOJ’IBSYﬁ Oe30macHbIe Be6-caﬁTLI, B TOM YHCJIC, MHTCPHCT-MAIra3MHOB U ITOMCKOBBIX CUCTCM;

3. HCHOHBSYﬁ CJIOKHBIC U PA3HBIC IIAPOJI. Takum o6pa30M, ecin Te0s B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKA
noJrydaTt JOCTYI TOJIBKO K OJHOMY TBOCMY HpO(bI/IJ'IIO B CCTH, a4 HC KO BCCM,

4. Ecnu TeOs B3JIOMaH, TO HEOOXOAUMO MPEAYNpPEInuTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE OOAaBIIEHBI Y
Te0s B JIPY3bsAX, O TOM, YTO T€Os B3JIOMAIN U, BO3MOXKHO, OT TBOETO UMEHH OYyJIET pacChllaThCs ClIaM U CChUIKU
Ha (UIIUHTOBBIE CAlTHI;

5. YcranoBu HanexHbli naposib (PIN) Ha MoOHIBHBIH TenedoH;
6. OTKIIIOYM cOXpaHEHHe Maposis B Opaysepe;

7. He oTkpbIiBail (aiiinbl U Jpyrue BIOKEHHUS B MUCbMax, Jake €CIM OHHM MPHUIUIM OT TBOUX JApY3eH.
Jlydiie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (pailiibl.

Hudposas penyranus



HudpoBass penyrauus - 3TO HEraTHBHas WJIM TO3UTUBHas wuH(pOpMalMs B CeTH O Tebe.
Komnpomerupyromas nHpopmaius, pasMelieHHasi B HHTEPHETE, MOXKET CEPbEe3HBIM 00pa3oM OTpPa3UThCs Ha
TBOEH peanbHOH xu3HU. "Lludposas pemyranus” - 3T0 TBOM UMUK, KOTOPBINA (hopMuUpyeTcst u3 HHGpopMaIuu o
TeOe B MHTEPHETE.

TBoe MecTo JKUTEIbCTBA, y4eObl, TBOC (DMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapakTepa M PaccKasbl O
OJIM3KHX - BCE 9TO HAKAIUIUBACTCS B CETH.

MHorue moApOoCTKH JIETKOMBICIICHHO OTHOCSITCS K MyOnuKauuu JU4HOM uHpopmaruu B MHTEpHETE, HE
MMOHUMAs BO3MOKHBIX TIOCTIEACTBHMA. ThI Jake HE CMOXKEIIh IOTaaaThCsi O TOM, 4To (hoTorpadus, pa3MenicHHAs
5 ner Ha3aj, cTaja MPUYUHON OTKa3a MPUHSTH TeOs Ha padoTy.

Kommenrapuu, pasmemnienne TBoux (ortorpaduii u Apyrue ASHCTBHS MOTYT HE MCUE3HYTh JTaKe IOCIe
TOT0, KaK Thl UX yAajdullb. Thl HE 3HAELIb, KTO COXpAaHWI 3Ty MH(POpPMAIUIO, MONana JU OHA B MOKUCKOBBIE
CHCTEMBl U COXPaHWJIACh JIM OHA, a IVIABHOE: YTO MOJYMAIOT O TeOe OKpYXKArolue JIF0JH, KOTOpble HAUAYT U
yBUAAT 3T0. Halitn mH(popMainio MHOTO JIET CIYCTS CMOJKET JII0O0OHM - Kak U3 J0OpBIX MOOYXIEHUM, Tak U ¢
HaMEpEeHHUEM MPUUYUHUTH BPeJ. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pEryTallUn:
1. Tlomymait, mpex/ie 4eM 4To-To MyOJIMKOBATh U MepeaaBaTh y ceOsi B OJIOTE HIIA B COIMATIBHOM CETH;

2. B nHactpoiikax npoduis yCTaHOBU OIpaHUYEHHS Ha IPOCMOTP TBOETO MPOQUIISL U €ro COAEPKUMOro,
ceJai ero ToJabKO "I Apysen';

3. He pa3memaii u He yka3piBail HHGOPMAIIUIO, KOTOPas MOKET KOTO-TMO0 OCKOPOIIATH UITH OOUKaTh.
ABTOpCKOE NPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE TIOJIb30BaTeNM HU(PPOBOro mpocTpancTBa. OqHAKO AaleKO HE BCe
3HAIOT, 4YTO I[I0JIb30BAHME MHOTHMMH BO3MOXXHOCTSIMU LH(]poBoro mupa TpedyeT coOMt0aeHUs MpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMI/IH "I/IHTCJ'IJ'ICKTyaJ'II)HaH COOCTBEHHOCTh'" OTHOCHUTCS K Pa3IMYHBIM TBOPCHUAM YCIOBEYCCKOI'O yMa,
HadynHasd C HOBBIX H306peTeHHﬁ H 3HAaKOB, O603Ha‘{aIOI_HI/IX COOCTBEHHOCTb Ha IMPOAYKTBI W YCIYIH, H
3daKaH4YMBas KHUI'aMU, (bOTOFpa(l)I/IHMI/I, KI/IHO(bI/IJ'IBMaMI/I 1 MY3bIKaJIbHBIMU ITPOU3BCACHUSAMMU.

ABTOpCKHE TMpaBa - 3TO IpaBa HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEpaTyppl M  HMCKYCCTBAa. ABTOpCKHE TMpaBa BBICTYNAlOT B KauecTBE TapaHTUH TOTO, YTO
MHTEJUIEKTYaJbHBIH/TBOPUECKHUI TPYA aBTOpa He OyJeT HalpacHbIM, JACT €My CIpPaBeIMBBIE BO3MOKHOCTH
3apaboTaTh Ha pe3ylbTaTax CBOETO TPYyJAa, MOIYYHTh HM3BECTHOCTh M mMpu3HaHue. Hukto 6e3 paspemieHus
aBTOpa HE MOXXET BOCHPOU3BOIWTH €ro MPOU3BEICHHE, PACIPOCTPAHATh, MYOIMYHO JIEMOHCTPUPOBATH,
poJIaBaTh, UMIOPTHUPOBATh, IyCKaTh B MPOKAT, MyOJIHMYHO HCIHOJHATH, MOKA3bIBATH/UCHIOIHATH B d(Upe WU
pa3MemiaTh B IHTEpHETE.

Hcnons3oBanue "HI/IpaTCKOFO" nporpamMmmMHOro o0ecricUeHUsT MOXKET NpUBCCTH K MHOTUM pHUCKaM: OT
MOTECPU MNAaHHBIX K TBOUM AdAKKAyHTaM [0 6J'IOKI/IpOBKI/I TBOCTO yCTpOI’ICTB&, rac yCTaHOBJICHA HCJICTaJIbHAA
nporpamMmma. He crout takxe 3a6BIBaTL, 4YTO CYIICCTBYIOT JICTAJIBHBIC U OecriaTHEIC porpamMmmal, KOTOPBIC
MOXKHO HAaMTH B CETH.

O noprane
CeteBnuok.pd - TBOHM IJIaBHBIM COBETYMK B CETH. 37€Ch Thl MOXEIIb y3HaTh O O€30MaCHOCTH B CETH

MOHATHBIM W NOCTYIHBIM A3BIKOM, a IIPHU BO3HUKHOBCHUU KpHTquCKOﬁ CUTyalluu O6paTI/ITBC$I 3a COBETOM. A
TAKXKC IMPUHATL Y4aCTUC B KOHKYpPCaX U CTaThb CaMbIM L[I/I(I)pOBBIM Fpa)KIIaHI/IHOM!
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